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Section 1 

Information Officer and Deputy Officers 
Grandmark International (Pty) Ltd has per the POPIA act registered our Information Officer 

and Deputy Officer with the Information Regulator. 

 

Reference Number of Registration 25612/2021-2022/IRRTT 

Information Officer Allan Ho 

Deputy Information Officer Gail Hahn 

Deputy Information Officer Werner Britz  

Deputy Information Officer Chris Parkin 

 

The role of the Information Officer  

In 14 December 2018 the Regulations relating to the Protection of Personal Information 
2018 (POPI Regulations) were published by the Information Regulator. The POPI 
Regulations, although final, will only take effect on a date that will align with the 
commencement date of the Protection of Personal Information Act 4 of 2013 (POPI).   

Amongst other things, the POPI Regulations shed further light on what the duties and 
responsibilities of an Information Officer are. POPI defines an Information Officer as follows: 

▪ in relation to a public body: an Information Officer or Deputy Information Officer 
as contemplated in terms of section 1 or 17 of POPI; or  

▪ in relation to a private body: the head of a private body as contemplated in 
section 1, of the Promotion of Access to Information Act 2 of 2000 (PAIA).   

PAIA provides that a “head” of a private body means: 

▪ in the case of a natural person: that natural person or any person duly authorised 
by that natural person;  

▪ in the case of a partnership: any partner of the partnership or any person duly 
authorised by the partnership;  or 

▪ in the case of a juristic person: the chief executive officer or equivalent officer of 
the juristic person or any person duly authorised by that officer, or the person 
who is acting as such or any person duly authorised by such acting person.   

Information Officers are appointed automatically in terms of PAIA. What this means is that 
every public body (e.g. national department, provincial body, municipality, etc.) and every 
private body (e.g. a company, a trust, a close corporation, etc.) has an Information Officer by 
default and no one is exempt.   
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The Information Officer of a public body is the head of that public body. This means that for 
a national or provincial government department it is the Director-General or the equivalent 
official of that department who is the Information Officer. For a municipality the municipal 
manager is the Information Officer. In the case of any other public body the Chief Executive 
Officer (CEO) is the Information Officer. In the case of a private body, the Information 
Officer is by default the owner of the business. Therefore, based on the type of private 
body, the Information Officer will be the sole trader, a partner in a partnership or the CEO 
(or equivalent) in a company or close corporation.   

Information Officers are also required to appoint (in writing), Deputy Information Officers to 
assist them in the performance of their responsibilities and duties and to ensure that the 
request for information made to the body will be dealt with in an effective and efficient 
manner. There is no limitation on the number of Deputy Information Officers that an 
Information Officer may appoint.   

The Deputy Information Officer of a public body or private body is an employee of that 
public body or private body to whom the Information Officer has delegated their powers 
and duties in terms of POPI, read with the provisions of PAIA. This means that the Deputy 
Information Officer will receive requests for information, facilitate these requests and 
provide the necessary assistance to applicants on behalf of the Information Officer.   

The Information Officer still maintains direction and control over the Deputy Information 
Officer(s), meaning that the Information Officer as the head of the public or private body 
who determines the purpose of and the means for processing personal information, 
remains responsible for the decisions of his or her authorised deputies. This delegation of 
powers must be done in writing for it to be valid.   

In terms of section 55 of POPI, an Information Officer has the duty and responsibility to:  

▪ encourage compliance by the body with the conditions for the lawful processing 
of personal information in terms of POPI; 

▪ deal with requests made to the body in terms of POPI; 
▪ work with the Regulator in relation to investigations conducted in relation to the 

body; and 
▪ otherwise ensure compliance by the body with the provisions of POPI.   

The POPI Regulations (Regulation 4) have now amplified the provisions of section 55 of POPI 
and provide that an Information Officer of a body is responsible for ensuring that: 

▪ a compliance framework is developed, implemented, monitored and maintained;  
▪ a personal information impact assessment is done to ensure that adequate 

measures and standards exist in order to comply with the conditions for the 
lawful processing of personal information;  

▪ a manual is developed, monitored, maintained and made available as prescribed 
in terms of POPI and PAIA (made available on the body’s website as well as  at its 
offices for public viewing during normal business hours). These manuals must also 
be made available for copy, at payment of a fee which fee does not exceed R3.50 
per page. The manual must specify: 

▪ the purpose of the processing of personal information; 
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▪ a description of the categories of data subjects and of the information 
or categories of information relating thereto;  

▪ the recipients or categories of recipients to whom the personal 
information may be supplied; 

▪ the planned trans-border or cross-border flows of personal information; 
and  

▪ a general description allowing preliminary assessment of the suitability 
of information security measures to be implemented and monitored by 
the responsible party. 

▪ internal measures are developed together with adequate systems to process 
requests for information or access thereto; and  

▪ internal awareness sessions are conducted regarding the provisions of POPI.   
Neither POPI nor PAIA specifically provide for the qualifications that a person should have to 
hold the position of Information Officer. However, from the afore listed duties and 
responsibilities, it is evident that such a person is bestowed with great responsibility and 
duty to ensure that the body, whether private or public, fulfils its POPI mandate. 
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Section 2  

POPIA Compliance Framework 
 

 

 

The purpose of a compliance framework for the protection of personal information is to 
manage the compliance risks effectively and efficiently. It will ensure the appropriateness and 
consistency of approach between external compliance requirements and internal policies, 
procedures, regulations. It is used to establish a structured approach to continuously 
improve the many technical and complex requirements of the Protection of Personal 
Information Act.   

A POPIA compliance framework institutionalises the enablers of protection for personal 
information and provides a monitoring capability to manage compliance with the obligations 
of the Protection of Personal Information Act ensure compliance with the conditions for the 
lawful processing of personal information. 

The Information Regulator has extended the duties and responsibilities to ensure a suitable 
compliance framework is implemented. Responsible parties will have to demonstrate 
compliance to a wide range of legal obligations that include: 

• keeping documentation that can be used later to demonstrate accountability 

• clarifying the roles, responsibilities and accountability obligations of responsible 
parties using risk-based approaches to data protection and the implementation 

of protective measures which correspond to the level of risk of processing 
personal data so that the fundamental rights and freedoms of data subjects are 
protected 
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• supporting information officers and their efforts to achieve strong data 
protection compliance and establish effective privacy programmes 

• providing effective governance of processors and third parties operating under 
the authority of the responsible party 

• pro-actively identifying and tracking procedural or training weaknesses to 
preclude regulatory violations. 

To ensure that we at Grandmark are effectively managing our POPIA Framework we will be  

• Ensuring that the relevant polices are in place within our organisation on order to 

manage risk. 

• Monitoring the policies by all data controllers which in our environment are the 

managers of departments and overseen by the Information Officer and his 
deputies. 

• Reporting on the progress of our POPIA framework to our EXCO team monthly. 

• Completing Internal Audits monthly. 

• Providing ongoing training and communication with all Markies to give them the 
tools to be compliant and prevent any risk to Data Subject Information. 
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Section 3 

Personal Information Protection Policy 

 

1. Purpose of the policy 

1.1 Grandmark International is a values driven Organisation that takes compliance to the rules 
that govern South Africa very seriously and it is imperative that we have a privacy policy in 
place to comply with the Protection of Personal Information 4 of 2013. Referred to hereafter 
as POPI. 
 

1.2 The Personal Information Protection Policy is intended to: 
• Express Grandmark International’s stance on adherence to POPI and its commitment towards 

it. 

• Promote the protection of any personal information of an individual or entity that is processed 

by Grandmark International.  Referred to hereafter as Data Subject Information. 

 

 

2. Application 
 

2.1 The Personal Information Protection policy will be applicable to all employees, including 
contracts and visitors. 

 

3. Who we are and what we do? 
 

3.1 Founded in 1994 by a team of two, with a single shipping container of automotive inventory, 
our goal was to make a significant difference in the motor industry by supplying aftermarket 
products that offer unrivalled range and quality. 

3.2 Grandmark now engages in direct supplier agreements and has long-standing relationships 
with most of the original equipment manufacturers (OES) and aftermarket manufacturers.  
These relationships ensure that Grandmark supplies automotive, aftermarket parts of the 
highest specifications at the most competitive prices.  Grandmark continues to strive for 
excellence and exceeding customer satisfaction and are continually striving to add products 
that will enhance the range that we offer. 

3.3 Grandmark International trades in the automotive, aftermarket parts industry, marketing and 
distributing an extensive range of quality automotive parts.  We own quality brands such as 
Deselra, Flint, Grandmark Glass, GTech, Movo, Murl, Plexus and Solid.  We are also proud 
distributors of OEE parts such as Philips, Nissens, Male, Champions Lubricants and BGA, to 
name just a few. 

3.4 We are supported by a central distribution warehouse.  We have a diverse workforce who 
bring a cast range of skills and experience to our table, ensuring our steadfast focus on 
improvement.  All of our branches are supported by dedicated teams who are customer-
focused, committed and always willing to offer friendly service. 
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4. Policy 

4.1 Responsibility of the company 
 

To ensure an environment where Data Subjects information is stored in a safe and secure 

manner throughout the Company based on the following objectives: 

• To take all reasonable steps to ensure that the requirements of the POPI Act are 
adhered to. 

• To appoint an Information Officer and ensure that the Information Officer is 
registered with the Regulator. 

• To appoint Deputy Information Officers and have them registered with the Regulator. 
• To ensure that Access to Data Subjects information is controlled and that access is 

only granted to approved employees. 
• To ensure that documentation and personal details of data subjects is destroyed when 

the data subject no longer has a active account with Grandmark International.  
• To ensure that sufficient security safeguards are in place with regards to electronic 

files and computing systems. 
• To ensure that all documentation within our premises is secure and that access to said 

documentation is limited to approved employees. 
• To ensure that all employees of Grandmark International have been trained and made 

aware of POPI.   
• To report any breaches of release of Data Subjects information to the Regulator. 
• To ensure that the employees of the company comply with a Clean Desk policy in 

terms of Data Subject Information. 
• To investigate any Data Subject breaches and to hold and maintain records of all data 

breaches. 

• To notify Data Subjects of any breaches that may include their personal information. 

• To publish a Privacy Policy on their website for the general domain. 

• To ensure that Data Subjects have given consent to their information being processed. 

• To ensure that Data Subjects have a process to follow to withdraw their consent from 
having their information processed. 

• To publish a full Privacy Policy on Grandmark International’s website for external 
parties. 

 

4.2 Responsibility of the Information Officer 
 

• The encouragement of compliance, by the company, with the conditions for lawful 
processing of Subject Data. 

• Dealing with requests made to the company pursuant to this Act. 
• To work with the Regulator in relation to investigations conducted pursuant to 

Chapter 6 of POPI. 
• To ensure compliance by the employees of the company with the provisions of POPI. 

 

4.3 Responsibility of the employee 
 

• To ensure that they comply with the requirements of POPI. 
• To report any breach of Subject Data as laid out in the Information Breach Response 

and Notification Procedure. 
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• To maintain a clean desk policy in terms of Data Subject Information. 
• To comply with all IT and computer related policies. 
• To safeguard company property to the best of their ability. 
• To familiarize themselves with all information provided by the company in terms of 

POPI. 
• Under no circumstances may Data Subject Information be shared with any party 

outside of Grandmark without the approval of the Data Subject. 
• To ensure that before processing Data Subject Information that there is consent of 

the Data Subject to do so. 
• To make themselves familiar with the external Privacy policy posted on 

www.grandmark.co.za and direct any customer and supplier enquiries with regards 
to our privacy policy to the website. 

 

5. Violations 

If an employee breaches this policy the necessary disciplinary action will be taken.  

6. Amendments 

The Executive Team reserves the right in its sole discretion to amend, modify, suspend, or terminate 

the policy at any time, in any respect, retroactively or otherwise. Such amendment or termination will 

be effected by written communication. 
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Section 4  

Employee Information Protection Policy 
 

1. Purpose of the policy 

1.1 Grandmark International is a values driven organisation that takes compliance to the rules that govern 
South Africa very seriously. It is imperative that Grandmark has an employee privacy policy in place to 
comply with the Protection of Personal Information Act 4 of 2013 (POPIA). 

1.2 Where employees' personal data is collected and stored by Grandmark, care should be taken to ensure 
such data is always protected and not shared with individuals who are not approved to process and 
store such data. 

1.3 The Employee Information Protection Policy is intended to: 
• Express Grandmark International’s stance on adherence to POPIA and its commitment 
towards it. 
• Promote the protection of any employee information of any individual employed by Grandmark 

International. 
 

2. Application 

2.1 The Employee Information Protection policy will be applicable to all employees, including contracts and 
visitors. 

 
3. Who Grandmark is and what we do? 

3.1 Founded in 1994 by a team of two, with a single shipping container of automotive inventory, our goal 
was to make a significant difference in the motor industry by supplying aftermarket products that offer 
unrivalled range and quality. 

3.2 Grandmark now engages in direct supplier agreements and has long-standing relationships with most 
of the original equipment manufacturers (OES) and aftermarket manufacturers.  These relationships 
ensure that Grandmark supplies automotive, aftermarket parts of the highest specifications at the most 
competitive prices.  Grandmark continues to strive for excellence and exceeding customer satisfaction 
and are continually striving to add products that will enhance the range that we offer. 

3.3 Grandmark International trades in the automotive, aftermarket parts industry, marketing and 
distributing an extensive range of quality automotive parts.  We own quality brands such as Deselra, 
Flint, Grandmark Glass, GTech, Movo, Murl, Plexus and Solid.  We are also proud distributors of OEE 
parts such as Philips, Nissens, Male, Champions Lubricants and BGA, to name just a few. 

3.4 We are supported by a central distribution warehouse.  We have a diverse workforce who bring a cast 
range of skills and experience to our table, ensuring our steadfast focus on improvement.  All of our 
branches are supported by dedicated teams who are customer-focused, committed and always willing 
to offer friendly service. 

 
4. Responsibilities 

4.1 Responsibility of the company 
To ensure an environment where employee information is collected stored in a safe and secure manner 
throughout the Company based on the following objectives: 

• To take all reasonable steps to ensure that the requirements of the POPI Act are adhered to. 
• To take accountability for the safekeeping and security of employee information. 
• To take reasonable practical steps to ensure that personal information of employees is 

complete, accurate, not misleading and updated where necessary. 
• To take care that personal information is not collected from a source other than the employee 

personally. 
• To obtain permission from employees before commencing on background checks before and 

during employment such as credit checks or criminal record checks. 
• To process and collect only the information that is required to maintain the employee file and 

to ensure that the employee is included with all the relevant information within the payroll 
system. 
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• To ensure that employee information is not shared with any party outside of Grandmark 
International that does not require the information for processing that is not necessary and 
beneficial to the employee.  External parties which would require information to process 
would be the companies like Medical Aid partners, the Pension/Provident fund partners as 
well as Grandmark's funeral benefit partners. 

• To ensure that Grandmark International has an agreement with any external parties that they 
will comply with the POPI act and that they will not share the employee’s personal information 
for any form of further processing. 

• To ensure that employees' information is not shared with any internal party who does not 
require the information to process or fulfil their employment obligations. 

• To ensure that all documentation within Grandmark's premises and stored on any electronic 
device which would include cloud-based systems is secure and that access to said 
documentation is limited to approved employees. 

• To report any breaches of release of Data Subjects information to the Regulator. 
• To ensure that the employees of the company comply with a clean desk policy in terms of data 

subject information when dealing with employee information. 

• To notify employees of any breaches that may include their personal information. 

• To destroy or discard of any employee who no longer is employed by Grandmark International 
in lines with the governing bodies guidelines. 

4.2 Responsibility of the Information Officer 
• The encouragement of compliance, by the company, with the conditions for lawful processing 

of subject data. 
• Dealing with requests made to the company pursuant to POPIA. 
• To work with the Regulator in relation to investigations conducted pursuant to Chapter 6 of 

POPIA. 
• To ensure compliance by the employees of the company with the provisions of POPIA. 

4.3 Responsibility of the employee 
• To ensure that all personal information shared with Grandmark International is true and valid. 
• Employee’s may not discuss their personal information such as renumeration, employment 

packages with any other employee of the company outside of the human resources business 
partners and their line manager. 

• To update any changes to their personal information as and when required. 
 
5. Policy 

5.1 Grandmark may use and disclose Personal Data for purposes connected to the employee's 
employment. These purposes include: 

• Workflow management, such as assigning, managing, and administering projects 
• Compensation related activities, including compensation analysis 
• Payroll processing 
• Performance management 
• Succession planning 
• Benefits, pension, and personnel administration, including health and medical benefits, leave 

entitlements, and bonuses 
• Talent management, career development, engagement, and teambuilding (including special 

events), or operations management 
• Retirement planning and management 
• Monitoring and enforcing compliance with company policies and procedures (including Code 

of Conduct, ethics, health and safety, travel and expense, corporate card, attendance, and 
working from home policies), legal requirements applicable to Grandmark (pursuant to, 
among others, labour, tax, and social security laws) or contractual requirements (pursuant to, 
among others, the employee's contract with Grandmark), or the other activities referred to 
under the Monitoring section of this Policy 

• Travel, transportation, and relocation planning 
• IT activation, support, and authentication 
• Organisational development and communications 
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• Corporate governance or corporate affairs 
• Administration and management of Grandmark’s financial affairs, tax validation, and 

optimisation 
• Preventing unauthorised individuals from accessing, changing, or deleting the employee's 

Personal Data 
• Supporting any claim, defense, or declaration in a judicial or quasi-judicial proceeding 
• Monitoring and preventing sexual harassment, discrimination, fraud, or other criminal 

activities 
• Safety and security monitoring while on premises (for example, CCTV monitoring and access 

control cards) and while working from home 
• Facilitating onboarding and exit of employees 
• Facilitating internal recruitment and hiring 
• Ensuring an engaging experience, realising continuous improvement, and personalising the HR 

services that Grandmark offer through information collected on Grandmark's intranet and 
Grandmark's ESS online service and similar application 

• Communicating internally or externally (for example, through newsletters or social media 
• Offering Employee-specific opportunities 
• Managing memberships to professional associations 
• Performing internal or external audits 
• Conducting corporate transactions (including mergers, acquisitions, and divestments) 
• Organising internal and external events 
• Achieving the purposes contemplated by any drug and/or alcohol policies adopted by 

Grandmark from time to time, if any, to the extent permitted by applicable law 
• Managing exceptional situations, serious threats to health and protecting the employee and 

other individuals (for example, other Employees) in such situations 
• Investigating and enforcing disciplinary measures 
• Dealing with legal disputes involving the employee, or other Employees, workers, and 

contractors, including accidents at work 
• Carrying out Grandmark's contractual obligations with customers and suppliers (for example, 

Personal Data included in purchase orders, quality complaints, email correspondences); and 
• Nominating and celebrating Employees who go above and beyond to drive exceptional results 

at Grandmark, to foster a positive work environment, to improve the communities where 
Grandmark work, and/or to have a positive impact on the lives of others (for example, as part 
of charitable work). 

5.2 The Personal Data that Grandmark Collects 
• Grandmark collects, uses, and stores certain Personal Data about the employee for the 

purposes described under the above section "Use of Personal Data" and in part for the 
purposes described further in this section. The Personal Data Grandmark collects, uses, and 
stores includes: 

▪ The employee's personal and family information, such as: 

• Name 

• Contact information (including home address, home phone number, mobile 
phone number, and email address) 

• Emergency contact information 

• For communication and employee relations purposes: social media profiles, 
and contact information, if and to the extent permitted by applicable law 

• Citizenship and country of residence 

• Date of birth (age) 

• ID Number or similar government-issued identification numbers 

• Gender 

• Marital status and, incidentally, sexual orientation (when processing 
information related to marital status, family or dependents, such processing 
may unintentionally reveal a person’s sexual orientation by way of the name 
and gender of the partner) 
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• For relocation assignments: family composition and dependent information, 
property value and mortgage details, salary information and certain income 
tax documentation of the Employee or spouse and other family members 

• For compliance with applicable immigration requirements and to facilitate 
corporate travel: immigration status and information, such as passport and 
other identity documentation, citizenship, residency and other visas, details 
regarding family composition (names, genders, ages, including re spouse, 
dependents, and parents) and criminal convictions and pardons 

• For corporate governance and other regulatory requirements: information, 
such as passport and other identity documentation, citizenship, residency, 
and other visas, signature, family information, and other 

• Forms and information relating to the application for, or in respect of 
changes to, employee health and welfare benefits, including short- and long-
term disability, medical care, etc. 

• Languages spoken 

• Education, employment or work history and other relevant background 
information, including CV and related information 

• Letters of offer and acceptance of employment 

• Materials related to eligibility for initial employment, including verification 
of qualifications and references and interview notes 

• Information relating to any previous applications the employee may have 
made to Grandmark and/or any previous employment history with 
Grandmark 

• Bank account information 

• Height, weight, and clothing sizes, physical limitations, and special needs, if 
and to the extent permitted by applicable law (for example, health and 
safety) 

• Photographs 

• Signatures 

• Moving image and voice from video (both CCTV and creative videos), if and 
to the extent permitted by applicable law 

• For security reasons and compliance with legal obligations, in specific and 
appropriate circumstances and if applicable, localization data 

• For internal and external communications and better understanding, 
engaging, and recognizing Grandmark's Employees, as applicable, from time 
to time, hobbies, and interests 

• For the study and understanding of the business and preferences of 
operators, Grandmark may, as part of Grandmark's product research, tape 
the in-business usage of Grandmark's products by operators and by 
Employees participating in the product research. In that context, Grandmark 
may also process the name, address, phone number, and opinion on 
business matters of the participating Employees 

• For analysing the current state of diversity, equity, and inclusion (DEI) at 
Grandmark (including by conducting voluntary surveys), taking effective 
actions in view of improving DEI, and compliance with occasional applicable 
legal obligations in certain jurisdictions, if and to the extent permitted by 
applicable law: Personal Data concerning an individual’s sexual orientation, 
Personal Data revealing gender, ethnic (or racial) origin, or other Personal 
Data categories that are relevant for DEI purposes 

• For managing Grandmark's company fleet, security of premises and/or when 
the job requires it: driver’s license, driving record, licensing plate, parking 
tickets, traffic fines, GPS location, and route(s) travelled (for example, via 
third party ride service) etc. 
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• For the purposes of organizing internal and external events, engagement, 
and teambuilding, including special events: preferences (including dietary, 
clothing and shoe style and sizes, etc.), and family information 

• In case of exceptional situations, serious threats to health (for example, a 
pandemic spread of a lethal contagious disease) Grandmark may use 
Personal Data (including health-related Personal Data) relating to the 
employee and the employee's family, proportionate to the aim pursued and 
with appropriate safeguards 

• For the use and maintenance of Grandmark's internal or external 
communications networks, equipment, applications, or devices (for 
example, through voicemails, conference calls: telephone, video or 
telepresence, e-mails, correspondence, documents, and other work product 
and communications): Personal Data contained or revealed through the use 
or maintenance of such communications methods; and 

• For the purpose of nominating and celebrating Employees for outstanding 
achievements: information about their efforts to improve the communities 
where Grandmark work and/or to have a positive impact on the lives of 
others (for example, as part of their involvement in charitable work). 

▪ Information related to the employee's job, such as: 

• Job title and description 

• Job location 

• Department 

• Employee identification number 

• Work address, telephone number, and email address 

• Start and end-dates of employment 

• Supervisor 

• Reporting level 

• Employment status (full-time or part-time; hourly or salaried) 

• Contract type 

• Cost center and credit card information, expenses, and related audit flags 

• Compensation, bonus, and related information (including pay scale, variable 
compensation, and benefits, such as company car, dependent education, 
housing, etc.) 

• Pay periods 

• Overtime and commissions information 

• Pension and benefits information 

• Training records 

• Job performance and related information and opinions, including 
disciplinary measures 

• Opinions, including named results 

• Talent review ranking and leadership potential ranking 

• Payroll information 

• Leave entitlement, sickness, and absences 

• Mandatory policy or training acknowledgement sign-off sheets or similar 
communications (paper or electronic) 

• Code of Conduct complaint-related information (such as information related 
to the complainant, the other individuals mentioned in the complaint and 
the subject(s) of the complaint), as applicable 

• For travel, safety, and security monitoring (while off premises on company 
business), transportation and accommodation: travel itineraries, GPS 
location, routes travelled (for example, via third party ride service), travel 
party configurations (name and relationship), travel preferences (for 
example, air: seat, special meals, departure city; hotel: room type, hotel 
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services, pillows; car: type and transmission), frequent travel program 
numbers (air, car, hotel), and travel reward cards 

• For reporting injuries, exposures, and incidents to competent bodies: 
Employee name, contact information, incident report, and medical 
information, if and to the extent permitted by applicable law 

• For administering benefits (including health and medical benefits and leave 
entitlements), determining appropriate accommodation, and managing 
maternity and parental programs: health-related information, such as 
disability condition, information related to leave entitlements, sicknesses 
and absences, maternity, and parental leave information, etc. 

• For administering and safeguarding Grandmark IT systems and ensuring 
compliance with applicable policies: electronic identification and 
communication data (for example, website browsing history, call history, 
caller identifier, texts, personal emails on Employee-issued devices, log-in 
credentials for professional Grandmark accounts, passwords (as well as 
password aide-memoire questions and answers), home contact information 
supplied for multi-factor authentication, computer number, IP address, cost 
centre number, app usage, browser type and operating system) 

• For supporting the remote triage of incidents through help desk personnel: 
a recording of the device session via a remote take-over tool to enable 
technicians and service desk agents to log onto the device 

• For measuring the interaction Employees have with the content posted on 
Grandmark's intranet: certain information related to Grandmark's 
Employees’ use of Grandmark's intranet (such as how many clicks an article 
received, how long Employees stay on Grandmark's intranet, where they 
originate from, what pages they exit from, and the number of visitors) 

• For ensuring an engaging experience, realizing continuous improvement, 
and personalizing the HR services that Grandmark offer through 
Grandmark's intranet and Grandmark's ESS online service, and similar 
applications: name, photograph, Employee number, which HR-related 
articles on Grandmark's intranet and Grandmark's ESS online service and 
similar applications the employee clicked on, and possibly other linked 
details on record (for example, at what time/date the employee clicked on 
these articles) 

• For security reasons and compliance with legal obligations using Employee 
identification and access control cards: name, photograph, Employee 
number, and possibly other linked details on record (department, phone 
number, license plate, description of vehicle – colour, year, make), and 
property and plant access/exit times and dates 

• For performing psychometric tests: certain information about aspects of 
personality which are relevant to the workplace development, if and to the 
extent permitted by applicable law 

• For applications for, and enforcement of, patents and similar registered 
intellectual property rights: names, addresses, citizenship, photographs, 
contact details, and full resumes of the individuals that invented or 
developed such Grandmark intellectual property, as well as affidavits and 
other necessary documentation 

• For Grandmark to comply with labour and social security laws: trade union 
memberships; and 

• To nominating and celebrating Employees for outstanding achievements: 
information about their efforts to achieve exceptional results at work (for 
example, sustainability, profit growth, safety, etc.). 

5.3 Methods of Collecting Personal Data 
• Grandmark may collect Personal Data about the employee in the following ways: 
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▪ Directly from the employee, such as through the application and hiring process 
(online or in-person) 

▪ During the employee's activities during the employee's employment, such as through 
the employee's performance and interaction with other Employees, contractors, 
customers, or other individuals or through the employee's use of Grandmark's 
systems, intranet, or the HR services that Grandmark offer through Grandmark's 
intranet or Grandmark's ESS online service and other similar applications; and 

▪ From other parties, subject to the requirements of applicable law. These parties may 
include: 

• References 

• Publicly available information 

• Former employers 

• Other Employees (for example, to nominate and celebrate a colleague for 
outstanding achievements); and 

• Other third parties, such as background check agencies, police departments, 
company-approved third-party travel management systems, and third-party 
ride services (if and to the extent permitted by applicable law). 

5.4 Information about Dependents 
• If the employee provides Grandmark with information about members of the employee's 

family and/or other dependents (for example, for emergency contact, benefits administration 
purposes or relocation assignments), Grandmark will only use that information for the 
purposes for which it was provided. The employee is responsible for obtaining the explicit 
consent of these individuals (unless the employee can provide such consent on their behalf) 
to the use of that information for the purposes set out in this Policy. 

5.5 Information about Third Party Contractors 
• Grandmark may process certain Personal Data of third-party contractors (for example, 

consultants) who do not qualify as employees pursuant to applicable laws. To the extent 
Grandmark process certain Personal Data about such third-party contractors: 

▪ For one or more purposes described in the Grandmark Global Privacy Policy, the 
provisions of the Grandmark Global Privacy Policy will be applicable; or 

▪ For one or more purposes described above but not described in the Grandmark 
Global Privacy Policy, the provisions of this Policy will be applicable. 

5.6 Basis on which Grandmark uses the employee's Personal Data 
• Grandmark collects and use the employee's Personal Data when this is necessary to: 

▪ Perform the employee's employment contract (or other similar type of agreement) 
with Grandmark; and 

▪ Comply with regulatory requirements (pursuant to, among others, labour, tax, and 
social security laws). 

• Grandmark may process some of the employee's Personal Data when this is in Grandmark's 
legitimate interest. This is the case, for example, when Grandmark collect and use the 
employee's Personal Data to: 

▪ Organise teambuilding events 
▪ Secure Grandmark's premises and IT systems 
▪ Handle and investigate complaints through Grandmark's Code of Conduct Hotline; 

and 
▪ Prevent or investigate fraud or other criminal activities. 

• Sometimes, Grandmark may process the employee's Personal Data after the employee have 
given us the employee's prior consent. For example, in certain circumstances Grandmark will 
ask the employee's prior consent before using the employee's photos or videos as part of 
Grandmark's corporate communications. 

5.7 If The employee does not provide Grandmark with the Personal Data Grandmark request or ask that 
Grandmark stop processing the employee's personal data: 

• Grandmark's ability to perform its obligations derived from the employee's employment 
contract (or similar type of agreement) with Grandmark and its ability to comply with its legal 
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and contractual obligations sometimes depend on Grandmark having access to and being able 
to use certain Personal Data. 

• Therefore, and depending on the circumstances, if the employee does not provide Grandmark 
with the Personal Data it requests or if the employee ask that Grandmark stop processing the 
employee's Personal Data, Grandmark may not be able to perform its contractual obligations 
(such as paying the employee for the employee's work) or Grandmark may be in breach of one 
or more legal obligations applicable to it. In some cases, if Grandmark is not allowed to process 
the employee's Personal Data, this may result in us being required to terminate Grandmark's 
work relationship with the employee. 

5.8 Access to Personal Data 
• Access to the employee's Personal Data will be given to those who need such access for the 

purposes listed above or where required by law. These parties include, among others, the 
Grandmark Human Resources department, relevant business managers, and, on limited 
occasions, members of the Information Technology ("IT"), Finance, Tax, and Legal 
departments. Access to the internal Employee directory (which contains the professional 
(contact) details of Grandmark personnel) will be provided to the Employees that need to 
access such internal Employee directory. 

• Grandmark may share the employee's Personal Data with affiliates or subsidiaries that provide 
shared services within Grandmark, for example, in connection with HR services, financial and 
accounting support, credit control, recordkeeping, and payroll. For further information, please 
contact Grandmark's Privacy Officer at GrandmarkPrivacy@Grandmark.com. 

• Grandmark may also transfer/assign Personal Data to third parties that provide products or 
services to Grandmark. These third parties may include payroll administrators, benefits 
administrators, financial consultants and financial services providers, professional advisers, IT 
systems providers (including enterprise resource planning and cloud-based software providers 
and consultants), outside counsel, expense claims providers, employee data management 
solutions providers, timekeeping solutions providers, hardware providers, company car 
management companies, travel and mobility service providers, and limited other parties. 

• Some third-party software products and services provided to the employee at Grandmark have 
a function whereby the third-party provider (such as Microsoft) collects information about the 
employee and the employee's usage of the software.  Grandmark does not have access to such 
data.  The employee can switch this function on or off.  If the employee does not want such 
data to be collected by the third-party provider, the employee should switch off the function.  
Please call the Global IT Service Desk if the employee need help to switch the function off. 

• Grandmark will carefully select such third parties and will require them to only process 
Personal Data in accordance with the instructions of Grandmark. The recipients of these 
disclosures and their information storage systems may be in other countries. If Grandmark 
discloses Personal Data to such recipients, Grandmark will require that they will provide an 
adequate level of protection for the employee's Personal Data and that appropriate security 
measures are in place. 

• Where permitted by applicable law, Personal Data also may be disclosed in connection with a 
corporate restructuring, sale, or assignment of assets, merger, divestiture, or other changes of 
control or financial status of Grandmark (or any of its subsidiaries or affiliated companies). 

• Personal Data may be disclosed and transferred to respond to law enforcement requests or 
where required by applicable laws, court orders, or government regulations (including 
disclosures to tax, social security, and employment authorities); or to government entities to 
manage or administer Grandmark’s financial and tax affairs. Grandmark may also disclose 
Personal Data to external legal counsel to assist us with the establishment and defense of legal 
claims or to other third parties also engaged in such legal matters (for example, to the adverse 
party in court proceedings, to judicial experts, to other stakeholders involved in the claim, 
etc.). 

• Grandmark may also share Personal Data with other third parties subject to the employee's 
prior consent. 

5.9 Storage of the employee's Personal Data 
• Grandmark operates in South Africa and the data will be stored in South Africa.  
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• Grandmark maintains reasonable administrative, technical, and physical safeguards to protect 
Personal Data against accidental or unlawful destruction, or loss, alteration, unauthorised 
disclosure, or access. In the event that Grandmark do transfer any Personal Data, Grandmark 
will only do so in accordance with applicable law and will require that there is an adequate 
level of protection for the Personal Data and that appropriate security measures are in place. 

• Grandmark has policies and procedures in place to ensure that Grandmark comply with all 
applicable laws in the event of a security incident leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, the employee's Personal 
Data. 

• If Grandmark do transfer any Personal Data internationally for storage on cloud server, 
Grandmark will only do so in line with applicable law and Grandmark will require that there is 
an adequate level of protection for the Personal Data and that appropriate security measures 
are in place. 

5.10   The employee's Rights 
• The employee, by law, has the following rights: 

▪ The right to access the Personal Data Grandmark hold about the employee 
▪ The right, under certain circumstances, to block or suppress further use of the 

employee's Personal Data 
▪ The right to request the rectification of the Personal Data that Grandmark hold about 

the employee if that information is inaccurate or incomplete 
▪ The right to object to certain types of processing 
▪ The right, under certain circumstances, to request the deletion or removal of the 

employee's Personal Data 
▪ The right to lodge a complaint with the competent data protection supervisory 

authority about the way Grandmark handle or process the employee's Personal Data 
▪ If Grandmark's processing of the employee's Personal Data is based specifically on 

the employee's consent, the right to withdraw that consent at any time 
▪ The right to obtain from Grandmark, under certain circumstances, the Personal Data 

that Grandmark hold about the employee in a structured, commonly used, and 
machine-readable form so the employee can reuse it for the employee's own 
purposes across different services. 

• These rights can be exercised by contacting Grandmark's Privacy Officer at 
GrandmarkPrivacy@Grandmark.co.za. However, Grandmark may, if and to the extent 
permitted by applicable law, need to retain or continue processing certain information, for 
example for legal or administrative purposes (for example keeping of social security records). 

• For all requests set out above, please send an email with “data privacy request” in the subject 
line. Where required under applicable law, Grandmark may ask for a copy of the employee's 
identity card or another proof of the employee's identity (for example, driver’s license) to help 
us prevent unauthorised individuals from accessing, changing, or deleting the employee's 
Personal Data. 

• Grandmark will respond to the employee's request as soon as practically possible and always 
within the timeframes set forth by applicable law. 

5.11  Retention and Accuracy of Personal Data Collected 
• Grandmark intends to keep Personal Data in its control accurate and up to date. Grandmark 

will retain Personal Data only if it is necessary to carry out the purposes described in this Policy. 
If there are any changes to the employee's Personal Data, please notify the Human Resources 
department. If the employee informs it of any changes or Grandmark otherwise become aware 
of any factual inaccuracies in the employee's Personal Data, Grandmark will seek to promptly 
correct such inaccuracies. 

• Grandmark has internal retention policies and procedures that build upon the following 
criteria to determine the retention periods of Personal Data in the context of the above-
mentioned purposes: 

▪ End of the employment or working relationship with Grandmark 
▪ Sensitivity of the Personal Data 
▪ Security reasons 
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▪ Applicable statutes of limitation 
▪ On-going or potential litigation or dispute; and 
▪ Regulatory or legal obligation to retain the Personal Data (for example, for social 

security purposes or in the context of CCTV surveillance). 
• For more information about Grandmark's retention policies and procedures, please read 

Grandmark's Global Record Management Policy and Retention Schedule. 
5.12   Monitoring 

• If and to the extent permitted by applicable law, Grandmark may monitor the use of its 
information systems to detect and remediate information security threats or improper use of 
Grandmark’s information systems. This may require the processing of certain Personal Data 
from Employees related to their use of said information systems. 

• Grandmark’s monitoring practices are described in the Grandmark Acceptable Use Policy, 
which outlines how the employee may use Grandmark’s information systems resources. The 
employee should review the Acceptable Use Policy to ensure that the employee understand 
Grandmark's monitoring practices and the employee's obligations under that Policy. 

 
6. Violations 

6.1 If an employee breaches this policy the necessary disciplinary action will be taken.  
 
7. Amendments 

7.1 The Executive Team reserves the right in its sole discretion to amend, modify, suspend, or terminate 
the policy at any time, in any respect, retroactively or otherwise. Such amendment or termination will 
be effected by written communication. 
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Section 5 

Privacy Policy to Data Subjects 
Grandmark International Proprietary Limited 

Privacy Policy 

 Grandmark International Proprietary Limited 

Privacy Policy 

Definitions 

“Cookies” refers small text files transferred by a web server to, and stored on, your hard drive which help you to navigate 

the Website as easily as possible. 

“Grandmark” refers to Grandmark International Proprietary Limited, a private company duly registered in terms of the 

laws of the Republic of South Africa with registration number: 2003/012841/07. 

“Information Regulator” refers to the Information Regulator established in terms of section 39 of POPIA. 

“Personal Information” refers to Personal Information as defined in POPIA and/or third party information provided by you 

pursuant to your use of the Website and/or purchasing of Products.  

“POPIA” refers to the Protection of Personal Information Act, 4 of 2013, as amended. 

“Privacy Policy” means this privacy policy.  

“Products” refers to any products offered and sold by Grandmark.  

“Website” refers to, and includes any part or element of, www.grandmark.co.za and any sub-site or other website owned 

or used by Grandmark from time to time. 

Introduction 

Grandmark respects your privacy and is committed to processing and protecting your Personal Information in a lawful, fair 

and transparent manner that does not infringe your privacy. 

By purchasing our Products or using the Website, you agree to be bound by this Privacy Policy and consent to the 

processing of your Personal Information as set forth herein. If you do not agree to and accept this Privacy Policy, you 

should not purchase our Products or use the Website.  

The Website may contain links to websites operated by third parties. Grandmark is not responsible for the content 

provided in respect of such websites, Personal Information collected by such websites and/or the privacy policies of such 

websites and it is recommended that you refer directly to these third parties regarding their privacy policies before 

supplying any Personal Information to them. 

What information is collected? 

When you use or visit our Website, we may collect certain information that is not Personal Information, such as your 

Internet Protocol (“IP”) address, operating system, browser type, and internet service provider. This type of information 

does not identify you personally. 

When you apply for credit facilities, purchase our Products or use our Website, we may also collect Personal Information 

that you provide to Grandmark for such purpose. This Personal Information may contain information about you but may 

also include someone else’s Personal Information provided by you. 

In particular, we may collect and process the following Personal Information about you:  

information that you provide by filling in forms, which entails the disclosure to Grandmark of certain Personal Information 

such as your first and last names, telephone numbers, physical, postal and e-mail addresses, banking and/or credit card 
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details, company information, residential addresses, business addresses, company registration documents, financial 

information, asset information, credit histories, trade references, related party information and other information. This 

includes information provided at the time of your registering, subscribing, submitting, posting material to Grandmark for 

the application for credit facilities, purchase of Products and/or use of the Website;  

information that we may ask you for when you enter any competition or promotion featured on our Website or through 

the purchase of our Products; 

information that relates to records of correspondence between us; 

information from surveys that you choose to complete for Grandmark that we use for research purposes; and 

details of transactions you carry out with Grandmark, whether through our Website or otherwise, and of the fulfilment of 

any contract you enter into with Grandmark.  

In addition, applications for credit facilities or Product orders entail the collection of Personal Information from you such as 

financial information, copies of identity documents, Vat registration documents, confirmation of banking details, 

registration numbers and tax numbers and the storage of that Personal Information. If, pursuant to your use of the 

Website or the purchase of Products, you disclose a third party’s Personal Information: 

you must ensure that such third party is aware of the disclosure of the Personal Information to Grandmark and the 

provisions of this Privacy Policy; 

you warrant that such third party has consented to the disclosure of the Personal Information to Grandmark and this 

Privacy Policy; and 

you agree that you will be responsible for any such Personal Information disclosed to Grandmark and will, upon request, 

assist Grandmark with responding to any requests from such third party, including but not limited to requests to access, 

delete or otherwise change their Personal Information. 

How is my information stored? 

Your Personal Information is stored on Microsoft Azure servers located both in South Africa and outside of South Africa. 

The hosting provider is bound by a privacy agreement entered into with Grandmark and your Personal Information is 

stored securely, privately and is accessed using encrypted channels. In case of fire or damage to these servers, a backup 

solution exists to ensure no single point of failure. 

By purchasing our Products or using the Website, and disclosing your Personal Information to Grandmark, you consent to 

the transfer of your Personal Information to Microsoft Azure servers located outside of South Africa. 

Electronic Personal Information is stored in a secure database and location which is protected behind firewalls and is 

hosted in such a way that the database itself is not accessible to the outside world. However, the transmission of Personal 

Information via the internet is at your own risk and Grandmark accepts no responsibility or liability for any security breach 

or in the event your Personal Information is damaged, loss disclosed, copied or modified in any unauthorised manner.  

How is my information used? 

By purchasing Products and/or using the Website, you hereby acknowledge and agree that: 

Your Personal Information is stored and collected for purposes of processing Product orders, transacting with you, 

delivering the Products, registration and verification, communicating with you, marketing and advertising, to respond to 

your queries or otherwise as may be required by law. 

Grandmark may access, aggregate and use your non-personalised Personal Information for internal business purposes such 

as generating statistics and developing strategic and marketing plans, in order to improve its Products, Product offerings or 

ranges, and provide Grandmark’s customers with better information regarding the Products.  

Grandmark will use your Personal Information to contact you about promotions, news, updates and other information 

relating to its Products and the Website. Should you wish to opt out of certain communications received from Grandmark, 

you may elect to do so by notifying Grandmark of your preference. 

Grandmark may access your Personal Information to carry out any contracts with you, enforce a contract with you, 

respond to any queries you make and notify you about changes to its Products. 
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Grandmark will process your Personal Information in accordance with its obligations in terms of the relevant laws, 

including POPIA, and in doing so, Grandmark undertakes not request unnecessary Personal Information, process your 

Personal Information outside the legitimate purpose for which it was collected, share, rent or sell your Personal 

Information disclosed to it with third parties except when you have consented or directed Grandmark to share the 

Personal Information with service providers, affiliates and partners who perform services on Grandmark’s behalf. 

Is my information secure? 

Grandmark uses reasonable technical and organisational measures to secure the integrity of the Personal Information 

under its control and to prevent the loss of, damage to or unauthorised destruction of your Personal Information and 

unlawful access to or processing of your Personal Information. The transmission of Personal Information via the internet or 

other electronic channels such as e-mail is not secure and Grandmark cannot guarantee the security of such Personal 

Information. Transmission of your Personal Information is entirely at your own risk.  

Grandmark is also committed to protecting your Personal Information offline by ensuring that all of your Personal 

Information, and not just sensitive information, is restricted to only those employees of Grandmark who need it to perform 

a specific task in terms of an agreement with you.  

When a significant change in the processing of Personal Information is introduced, Grandmark will undertake a data 

protection impact assessment prior to implementing such change. 

If you have chosen or been given a password to access certain parts of the Website, you are responsible for keeping that 

password confidential. Please do not share this password with anyone. 

Where Grandmark has reasonable grounds to believe that your Personal Information under its control has been accessed 

or acquired by an unauthorised person, Grandmark will notify you and the Information Regulator without delay in 

accordance with the requirements of POPIA. 

How long is my information retained for? 

Your Personal Information will be stored, processed and used by Grandmark only for so long as your credit facility or 

account with Grandmark is active and as may be necessary to provide the Products to you, comply with any applicable 

laws, resolve disputes and to enforce its agreements.  

Accessing and modifying Personal Information and communication preferences 

You may access, remove, review and/or make changes to Personal Information that you provide Grandmark with, by 

sending a notification of such change of Personal Information to Grandmark at the address in clause 13 below. Grandmark 

may also send you any legally required notifications and certain notifications including service-related notices and notices 

regarding a change to any of its policies. You can always opt out of certain communications from Grandmark, including e-

mail notifications to you.  

We will not change any of your preferences without your consent.  

Cookies 

Grandmark may use Cookies to manage your sessions and store preferences, tracking information and language selection. 

Cookies may be used whether you register with Grandmark or not. The types of information a Cookie collects include the 

date and time of your visits to the Website, your browsing history on the Website, your preferences and your username (if 

any).  

Cookies enable Grandmark to: 

estimate the size and usage pattern of the Website’s audience; 

store information about your preferences, which allows Grandmark to customise the Website to your individual interests; 

speed up your searches; and 

recognise you when you return to the Website. 
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In some instances, Grandmark’s third party service providers may use Cookies on the Website. Grandmark cannot control 

or access Cookies used by third party service providers. This Privacy Policy covers only Cookies used by us but not any 

Cookies used by third parties. 

You have the ability to accept or decline the use of Cookies on your computer. Typically, you can configure your browser 

not to accept Cookies. However, declining the use of Cookies may limit your access to certain features of the Website.  

Disclosures 

On rare occasions, Grandmark may be required to disclose your Personal Information due to legal or regulatory 

requirements. In such instances, Grandmark reserves the right to disclose your Personal Information as required in order to 

comply with its legal obligations including complying with court orders, warrants, subpoenas, service of process 

requirements or discovery requests. 

Grandmark may also disclose information about you to law enforcement officers or others, in the good-faith belief that 

such disclosure is reasonably necessary to enforce its terms and conditions or this privacy policy or respond to legal claims, 

to protect its intellectual property rights or the personal safety of its employees, officers, directors, agents or contractors 

or the general public. 

We will notify you of any transaction in which substantially all of our assets which contain your Personal Information are 

sold to or merged into another company. The acquiring company will be given access to your Personal Information without 

your consent. 

What are my rights? 

You have the right, at any time, to know whether your Personal Information is being stored or processed by Grandmark, 

consult with Grandmark as to the contents and rationale for processing of such Personal Information, view and request 

copies of your Personal Information, to verify the accuracy of your Personal Information or to request that the Personal 

Information be updated, supplemented or corrected, withdraw a previously given consent for the processing or automated 

processing of your Personal Information, object to the processing of your Personal Information for any and all legitimate 

reasons, or to ask for the deletion of your Data. 

Any request pursuant to this clause Error! Reference source not found. must be addressed to Grandmark’s information 

officer in writing by way of e-mail to the e-mail address below. 

You also have the right to lodge a complaint with the Information Regulator regarding the processing of your Personal 

Information. The contact details of the Information Regulator are as follows: 

33 Hoofd Sreet, Forum III, 3rd Floor, Braampark 

PO Box 31533, Braamfontein, Johannesburg, 2017 

Tel No. +27 (0) 10 023 5200 

Complaints e-mail: complaints.IR@justice.gov.za   

Children 

Products are for purchase by adults. If you are under the age of 18, you may only use the Website and purchase Products 

with the involvement of a parent or guardian. Grandmark does not knowingly store or process Personal Information of 

persons under the age of 18. 

Amendment of this Policy 

Grandmark reserves the right to amend this Privacy Policy, from time to time. Such amendments shall be effected by way 

of publication thereof on the Website, and you waive any right you may have to receive specific notice of such 

amendments. 

How to contact Grandmark 

If you have any questions about this privacy policy, please contact Grandmark’s information officer at [·], with “Privacy 

Policy” in the subject line.  

https://owa.justice.gov.za/owa/redir.aspx?C=Vk7vfuiglJIRD2HwpsUfa_fY0BgFmszRLMKYQyM258la4yFS_0fYCA..&URL=mailto%3acomplaints.IR%40justice.gov.za
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Section 6 
 

Data Subject Consent Client Supplier Vendor  
 

Consent to Process Personal Information 
 
The Protection of Personal Information Act 12 of 2003 (POPIA) is in effect and the purpose of 
the Act is to: 

• promote the protection of personal information processed by both public and private 
bodies; 

• provide for the rights of persons regarding unsolicited electronic communications and 
automated decision making; and  

• to regulate the flow of personal information across the borders of the Republic of 
South Africa.  

 
The POPIA indicated that all people have the right to privacy when pertaining to personal 
information and that such information must be processed lawfully and in a reasonable 
manner to ensure that any form of processing, holding, storing, or sharing of personal 
information does not infringe on the right to privacy. 
 
The Protection of Personal Information Act 4 of 2013 seeks to: 

• Regulate every step of the processing of personal information, from collection until 
the time when it can legally be destroyed; 

• Ensure minimum conditions for the lawful process of personal information; 

• Establish, maintain, and audit standards for data protection; 

• Appointment of an information officer and deputy officers and register their names 
with the Information Regulator; 

• Ensure that the information officer and the deputy officers are aware of their role and 
responsibilities. 

• Have a data breach procedure in place and to report any data breaches to the 
Information Regulator. 

• Regulate the flow of personal information as outlined in the POPIA. 
 
As a valued client, service provider or supplier of Grandmark International (Pty) Limited 
(Grandmark), we currently hold company personal information, which is used, stored, 
processed for us to deliver, or receive a service and to facilitate payment thereof. 
 
Grandmark’s Privacy Policy is available to view on our website 
(https://grandmark.co.za/privacy-policy-2/). 
 
At Grandmark, we are committed to compliance with the POPIA and as such, we would kindly 
request that the attached consent is signed by an authorised representative and returned to 
us. 
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Yours Sincerely, 
 
 
 
 
Allan Ho 
Chief Executive Officer 
Information Officer 
 
I, ………………………………….…………. (Full names), the ………………………………….…………. (position) 
and acting on behalf of ………………………………….………….  ("The Company”) as the authorised 
representative hereby acknowledge receipt and consent to Grandmark International (Pty) Ltd 
(Grandmark) to share and exchange information. 
 
I hereby confirm that Grandmark International (Pty) Ltd may collect, hold, store, and process 
personal information of The Company for the purposes of fulfilling a standing agreement or a 
proposed agreement. 
 
The personal information may be used of the management and execution of a standing 
agreement or a proposed agreement. 
 
The Company acknowledges that it has the right to access the personal information that 
Grandmark may have it its possession and is entitled to request what personal information is 
stored, processed, or shared to third parties.  Requests may be sent to 
privacy@grandmark.co.za and for the attention of the Information Officer.  Furthermore, the 
Company recognises that any request in this regard may be declined if: 

• The information comes under legal privilege during litigation; 

• The disclosure of personal information is in the form that it was processed and may 
result in the disclosure of confidential information; 

• The information contains an opinion about another person or personal information of 
a data subject who has not given consent; or 

• The disclosure is prohibited by law. 
 
The Company also acknowledges that it has the right to withdraw its consent to process, 
store, and that Grandmark has a process in place to facilitate such consent withdrawal. 
 
The Company acknowledges that the collection, processing and transferring of the 
information is important to ensure that the contractual relationship and/or services are 
continued. 
 
The Company accepts that Grandmark could potentially share its personal data internally 
between departments and Grandmark's branches to ensure that it honour operational 
obligations, by sharing correspondence between its head offices and branches to satisfy the 
needs of its clients and to facilitate payments to suppliers and vendors. 
 

mailto:privacy
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The Company understands that in terms of the Protection of Personal Information Action 
(POPIA) and other laws within the Republic of South Africa, there are some instances where 
consent is not necessary to permit the collecting and processing of personal information. 
 
The Company has Grandmark’s undertaking that it will endeavor to ensure that all the security 
protocols are adhered to and take all reasonable precautions to ensure that the personal 
information provided is held securely and is only used for the purpose for which it has been 
provided. 
 
 
 
 
Signed at ………………………………….…………. on ………………………………….…………. 2021. 
 
 
Signature…………………………………………………… 
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Section 7 

Information Data Subject Withdrawal Procedure  
 

Data Subject Permission Withdrawal Procedure  

In terms of the Protection of Personal Information Act, 4 of 2013 (POPIA), Grandmark 

International must have a process whereby Data Subjects may withdraw their consent to the 

using, disclosing, and processing their Personal Data. 

Should an employee made aware of anyone who wishes to withdraw their consent, the data 

subject must be referred to the below procedure. 

The following documentation will be available from the POPIA section on our website. 

www.grandmark.co.za 

a.  Grandmark International (Pty) Ltd Privacy Policy 

b. The Withdrawal of Consent Process 

c. The Withdrawal of Consent Form 

It is imperative that the above guidelines are followed by all employees of Grandmark, for us 

to abide by the POPI Act. 

The POPI act refers to the protection of personal information of any individual across but not 

limited to the below categories: 

• Race 
• Gender 
• Sex 
• Pregnancy 
• Marital status 
• National / ethnic / social origin 
• Colour 
• Sexual orientation 
• Age 
• Physical or mental health 
• Disability 
• Religion / beliefs / culture 
• Language 
• Educational / medical / financial / criminal or employment history 
• ID number 
• Email address 
• Physical address 
• Telephone number 
• Location 
• Biometric information 
• Personal opinions, views, or preferences 
• Financial Information 
• Membership to Organisations  
• Private and Business Correspondence 
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It is important to note though that this right to protection of “personal information” is not just 

applicable to a natural person (i.e., an individual) but any legal entity, including companies, 

also communities, and other legally recognised organisations. All these entities are “data 

subjects” and afforded the same right to protection of their information. This means that 

while the individual, as a consumer, now have more rights and protection, Grandmark is 

considered a “responsible party” and have the same obligation to protect other parties' 

personal information. This would include protecting information about employees, suppliers, 

vendors, service providers, and business partners. 

 

 

 

 

 

Data Subject wishes to withdraw consent for processing, 
sharing and use of Personal Information

Withdrawal of Consent Form to be completed by the Data 
Subject as an indiviual or on behalf of an entity

Withdrawal Consent Form to be sent via email to 
info@grandmark.co.za or by post to The Information Officer -
PO Box 1046, Crown Mines, 2025

Grandmark's Infomation Officer or an appointed deputy will 
respond to the Data Subjects request within 7 working days to 
acknowledge the request

Grandmark's Information Officer or appointed deputy will 
further respond to the Data Subject's request within 30 
working days and inform them of the likely consequences of 
the withdrawal of permission to process, use and share the 
personal data.  A list of Personal Information held will be 
made available to the Data Subject. To proceed with the 
destruction of data, Grandmark will request an indemnity 
from the Data Subject to continue with the destruction of 
data.

Grandmark will also inform the Data Subject in the 
aforementioned response of any legal requirement to 
continue to store the data as well as how it will be stored and 
what measures are in place to protect the personal 
informaton.

All revelant documentation saved to the Teams Folder which 
may only be accessed by the POPIA Committee 
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Section 8  

Withdrawal of Consent Form  
INTRODUCTION 

Grandmark International (Pty) Ltd is a wholesaler and retailer of automotive parts headquartered in 

Johannesburg, South Africa (or, as appropriate in the context "Grandmark", “we”, “us” or “our”). 

Grandmark respects the protection of personal information of both individuals and entities and 

appreciates that you have the right under the POPI Act, and may have reasons for wanting to, to 

withdraw consent to us using, disclosing, and processing your personal information.  

This withdrawal of consent notice describes how you can inform us of your withdrawal of consent to 

us using, disclosing, and processing your personal information.  Observing the steps and using the 

prescribed form as described in this notice will greatly facilitate and assist us in responding to your 

request expediently. 

WITHDRAWING YOUR CONSENT 

You may withdraw your consent to us using, disclosing, and processing your personal information for 

a particular purpose(s) and request the deletion of your personal information at any time.  The 

purpose for which we use disclose, process, and store your personal information are set out in our 

Privacy Policy. 

Grandmark will respect your decision to withdraw consent and request deletion.  Should you choose 

to withdraw consent to us, we will stop using and processing personal information.  However, note 

that your withdrawal of consent for purposes necessary to Grandmark supplying goods and or 

services to you may carry legal or practical consequences, which will continue to apply into the 

future and may render us incapable of rendering services to you.   

By withdrawing consent, you confirm and understand that the withdrawal does not affect the 

lawfulness of the processing activities up to this point and that notwithstanding the withdrawal of 

consent and request for deletion, Grandmark may, and is obligated to, retain certain personal 

information in terms of the laws and regulations of the Republic of South Africa, from time to time, 

including certain personal information of a financial nature. 

To notify us that you wish to withdraw your consent to us using your personal information for a 

particular purpose(s) and request the deletion of your personal information, please complete the 

form below and send it to: 

Email:  info@grandmark.co.za 

Postal Address:   Information Officer 

  PO Box 1046 

  Crown Mines  

WITHDRAWAL OF CONSENT NOTICE 

mailto:info@grandmark.co.za
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  2025 

Once we have received your notice that you wish to withdraw consent and request deletion of your 

personal information, we will contact you within seven (7) days to acknowledge receipt of your 

withdrawal notice and within thirty (30) days to inform you of the outcome of your request to delete 

your personal information. We will also provide you with an extract of the personal information that 

will be deleted and the scheduled date for deletion.  

 

 

 

For the attention of the Grandmark Information Officer  

 

Grandmark Reference_________________________ 

 

Data Subject Reference________________________ 

 

I, ____________________________________________, on behalf of _______________ 

_______________________hereby withdraw consent to Grandmark International (Pty) Ltd 

(Grandmark) processing my personal information and request the deletion of my personal 

information held by Grandmark. 

I hereby understand that withdrawal of consent will result in Grandmark no longer being able to 

perform any services and the contract with Grandmark will be terminated.  By withdrawing consent, 

I confirm and understand that the withdrawal does not affect the lawfulness of the processing 

activities up to this point.  I hereby understand that, notwithstanding the withdrawal of consent, 

Grandmark may, and is obligated to, retain certain personal information in terms of the laws and 

regulations of the Republic of South Africa, from time to time, including certain personal information 

of a financial nature. 

I hereby indemnify and hold Grandmark and its employees, officers, directors, contractors and 
agents harmless against any claims, actions, applications, damages, costs, losses, expenses or liability 
of any kind however suffered or incurred in respect of any loss or damages whatsoever arising from 
or in connection with any claim by any person arising from the withdrawal of consent in terms of this 
form or the withholding of consent to the processing of personal information, including claims 
against Grandmark by any other person on whose behalf I have withdrawn consent.   
 

WITHDRAWAL OF CONSENT FORM 
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I confirm that I have the authority to act for and on behalf of _____________________________ and 

attach a resolution to this effect. 

 

 

____________________________________ 

Signature of the Data Subject 

 

____________________________________ 

Designation 
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Section 9 

IT policy 
 

7. Purpose of the policy 

7.1 Grandmark International (Grandmark or Company) relies on many interconnected IT systems 

in the execution of its business activities.  As such it is imperative that these systems are 

protected from malicious and or accidental security threats that may result in data breaches, 

data loss and system downtime. 

7.2 This policy establishes the organisation's aims and objectives regarding identified security 

concerns. 

7.3 This policy outlines acceptable use of Grandmark’s IT infrastructure and systems, and 

penalties for violation of this policy and promotes awareness of the risks posed by 

inappropriate use of the organisations IT systems. 

 

8. Application 
 

1.1. The IT policy will be applicable to all employees, including those employed on a fixed 

term contract and other contractors employed by Grandmark during its operations (Party), 

who make use of any IT service or system provided by Grandmark. 

1.2. This policy is applicable whether Grandmark IT systems are accessed on premises or 

remotely, using Grandmark devices or personal devices. 

 

9. Scope 
 

1.1. This policy covers all IT systems and services used, owned, and maintained by Grandmark. 
 

 

10. POLICY  

10.1.1 Access Controls 

10.1.1.1 Access to Grandmark IT systems will only be provided to users based on 

business requirements, job function and responsibilities. 

10.1.1.2 All additions, changes, and deletions to individual system access must be 

approved by the appropriate manager or system owner, with a valid business 

justification. 

10.1.1.3 All IT systems in use by the organisation will require user authentication 

using a combination of unique login credentials, biometrics, or multifactor 

authentication. 

10.1.1.4 User access logs will be reviewed on a bi-annual basis by the appropriate 

manager or system owner.   

10.1.1.5 Authorisation levels will be controlled using role-based access controls 

(RBAC). 

10.1.1.6 User authorisation levels will be reviewed on a bi-annual basis by the 

appropriate manager or system owner.  All additions, changes, and deletions to 
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individual authorisation levels must be approved by the appropriate manager or 

system owner. 

10.1.1.7 Remote access to IT systems and data is limited to users who have specific 

business requirements.  Requests for remote access should be submitted to IT 

management for approval.  Remote access is restricted to Remote Desktop 

Services.  Remote access via VPN will only be granted to select IT support 

personnel. 

10.1.1.8 Remote user access levels will be reviewed on a bi-annual basis by the 

appropriate manager or system owner.  All additions, changes, and deletions to 

individual access levels must be approved by the appropriate manager or system 

owner. 

10.1.2  Password Management 

10.1.2.1 All individually allocated usernames and passwords are for the sole use of 

the individual to whom they are allocated.  Users are personally responsible and 

accountable for all activities carried out under their username.  No passwords 

may be divulged to another person. 

10.1.2.2 No system credentials will be created as a “shared” credential.  Each user 

accessing an IT system should do so with specifically allocated credentials that 

positively identify the user. 

10.1.2.3 IT systems that support advanced password management will apply the 

following password requirements: 

10.1.2.3.1 Maximum password age will be 45 days. 

10.1.2.3.2 A history of last 3 used passwords remembered. 

10.1.2.3.3 A minimum length of 8 characters 

10.1.2.3.4 Password must contain characters from three of the following 

categories: uppercase, lowercase, digits, or special characters. 

10.1.2.3.5 Accounts will be locked out after three unsuccessful login attempts.  

Accounts will remain locked out for 45 minutes. 

10.1.2.4 Users are encouraged not to reuse any Grandmark system passwords for 

any external or personal applications and services. 

10.1.2.5 See appendix for further password guidelines. 

 

10.1.3 Acceptable use 

10.1.3.1 It is the responsibility of every user to ensure that use of the Company’s IT 

systems is exercised in a lawful, responsible, and appropriate manner. While it is 

not intended to be all-encompassing; the contents of this policy will guide users 

on the proper and most productive ways to use the Company’s electronic 

communications facilities. 

10.1.3.2 Users may only access computers, IT systems and data for which they have 

authorisation.  Users must not attempt to access restricted systems or data 

without the necessary authorisation. 

10.1.3.3 Users shall not, by using the IT systems provided to them, intentionally 

cause the performance of such systems to be adversely affected or compromise 
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the integrity of the services or the privacy of any information conveyed or stored 

by such services. 

10.1.3.4 Users shall not leave computers, laptops, or other devices unattended or 

unsecured. 

10.1.3.5 Users shall not allow any external parties unauthorised access to the 

Company’s IT systems and data. 

10.1.3.6 Users of the Company’s electronic communications services shall not be 

entitled to access, store, display, print, distribute, circulate, transmit, 

communicate, send, or receive any material that is, or can potentially be 

inappropriate or unlawful.  This includes, but is not limited to, material that is 

10.1.3.6.1 Fraudulent; 

10.1.3.6.2 harassing, malicious, threatening, intimidating or abusive; 

10.1.3.6.3 sexually explicit, obscene, or profane; 

10.1.3.6.4 racist, hateful or encourages conduct that would constitute a 

criminal act or give rise to civil liability or unrest or breach of Company 

policies; 

10.1.3.6.5 defamatory; or 

10.1.3.6.6 may affect the Constitutional rights of any individual or organisation 

or may damage the reputation of the Company.  This includes any 

communications that contain gender specific comments or any 

other comment that offensively addresses someone’s age, sexual 

orientation, religious or political beliefs, national origin, or disability. 

10.1.3.7 Except for those users specifically authorised to do so within the normal 

course and scope of their employment by the Company, no user shall, without 

prior written permission, copy or in any way make available software or data 

which is licensed to or is owned by the Company. 

10.1.3.8 Users may not use the Company’s IT services in a manner that wastes the 

resources provided by these services, unduly or unfairly monopolises the 

resources to the detriment of other users or generates unnecessary network 

traffic. 

10.1.4  Internet access, usage, and safety 

10.1.4.1 Internet access is a business enabler and productivity enhancement tool. 

Use of this facility must be in accordance with the policies outlined below. The 

company reserves the right to limit internet access to those who have a 

legitimate need, and at its discretion terminate internet access without notice. 

10.1.4.2 Company employees are expected to use the Internet responsibly and 

productively. Internet access is limited to job-related activities only and personal 

use is not permitted. 

10.1.4.3 All Internet data that is composed, transmitted and/or received by 

Grandmark's computer systems is considered to belong to Grandmark and is 

recognised as part of its official data. It is therefore subject to disclosure for legal 

reasons or to other appropriate third parties. 

10.1.4.4 All equipment, services and technology used to access the Internet are the 

property of Grandmark as such the company reserves the right to monitor 
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Internet traffic and access data that is composed and transmitted on its network 

connections. 

10.1.4.5 All sites and downloads are monitored and may be blocked if they are 

deemed to be harmful and/or not productive to business. 

10.1.4.6 Unacceptable use of the internet includes, but is not limited to: 

10.1.4.6.1 Sending or posting discriminatory, harassing, or threatening 

messages or images on the Internet 

10.1.4.6.2 Perpetrating any form of fraud, software, film or music piracy, theft 

of intellectual property. 

10.1.4.6.3 Downloading, copying, or pirating software and electronic files that 

are copyrighted. 

10.1.4.6.4 Downloading and/or installing any software without prior 

authorisation from the IT department. 

10.1.4.6.5 Sharing confidential material, trade secrets, or proprietary 

information outside of the organisation. 

10.1.4.6.6 Sending or posting information that is defamatory to the company, 

its products/services, colleagues and/or customers. 

10.1.4.6.7 Introducing malicious software onto the company network and/or 

jeopardising the security of the organisation's electronic communications 

systems. 

10.1.4.6.8 Accessing online streaming video or audio services 

10.1.4.6.9 Accessing websites and content that may be offensive to other 

employees, including but not limited to, websites promoting hate speech, 

racism, criminal/illegal activities, pornography, etc. 

10.1.4.6.10 Accessing malicious websites or content that may put Grandmark’s 

IT services and systems at risk. 

10.1.4.7 If you are unsure what constitutes acceptable internet usage, please contact 

your manager or the IT department for clarification. 

10.1.5  Email usage and safety 

10.1.5.1 Grandmark's email system is a business enabler and productivity 

enhancement tool. Use of this facility must be in accordance with the policies 

outlined below. The company reserves the right to limit internet access to those 

who have a legitimate need, and at its discretion terminate access without 

notice. 

10.1.5.2 The email system is provided by Grandmark for business purposes.  While it 

is understood that some personal email will be received, employees are 

requested to limit personal use company email. 

10.1.5.3 Any emails sent, received, created, or stored on the company network are 

property of Grandmark and may be reviewed by the Company. 

10.1.5.4 Email security 

10.1.5.4.1 Email communication is dangerous, over 90% of all cyberattacks 

start with email.  It is critical that all users of email are aware of the threats 

and risks to the company’s reputation and security.  When working with 

email always adhere to the following best practices: 
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10.1.5.4.1.1 Be suspicious of emails received from strangers. 

10.1.5.4.1.2 Do not open email attachments from unknown sources. Only open 

attachments after verifying the sender. 

10.1.5.4.1.3 Do not click on links in emails. 

10.1.5.4.1.4 Do not respond to requests for personal or sensitive information via 

email.  Always verify the source first. 

10.1.5.4.1.5 Verify the authenticity of request from companies or individuals by 

contacting them directly. 

10.1.5.4.1.6 If you unsure of the legitimacy of an email, contact the IT 

department for confirmation before continuing. 

10.1.5.5 Unacceptable use of email includes, but is not limited to: 

10.1.5.5.1 Using your company email address to sign up for mailing lists not 

required for carrying out your work. 

10.1.5.5.2 Using your company email address to sign up for illegal, 

disreputable, suspect, or malicious websites or services. 

10.1.5.5.3 Sending discriminatory, harassing, or threatening email.  Including 

discriminatory language or images related to race, gender, age, sexual 

orientation, pornography, religious or political beliefs, national origin, or 

disability. 

10.1.5.5.4 Perpetrating any form of fraud, software, film or music piracy, theft 

of intellectual property. 

10.1.5.5.5 Sharing confidential material, trade secrets, or proprietary 

information outside of the organisation. 

10.1.6 Use of personal email and online storage for business activities 

10.1.6.1 Use of personal email and online storage systems including but not limited 

to, Gmail, Outlook.com, Dropbox, Google Drive, OneDrive, to conduct 

Grandmark business and store Grandmark data is prohibited.  

10.1.7 Use of personal devices 

10.1.7.1 Use of personal laptops, computers, or other mobile devices to conduct 

Grandmark business and store Grandmark data is prohibited unless otherwise 

authorised by your department and the IT department. 

10.1.8 Antivirus and endpoint security 

10.1.8.1 All Windows based devices accessing the Grandmark network, Grandmark IT 

services and Grandmark data must be protected by one of the company’s 

authorised Antivirus products. 

10.1.8.2 Antivirus products are only authorised for use if: 

10.1.8.2.1 They are deployed and managed by the Grandmark IT department. 

10.1.8.2.2 All antivirus products must be centrally managed and monitored by 

the IT team. 

10.1.8.2.3 All antivirus products must check for, download, and distribute 

antivirus definition updates at least once every 24 hours. 

10.1.9 External drives, USB drives and other removable media 

10.1.9.1 Use of external drives, USB drives and other removable media is prohibited 

unless prior authorisation has been granted by the IT department. 
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10.1.9.2 The following conditions must be met before access is granted. 

10.1.9.2.1 The external drive, USB drive or other removable media must be 

scanned by a member of the IT department and must be virus free. 

10.1.9.2.2 The owner of the external drive, USB drive or other external media 

must accept the risk that files and other data may be automatically deleted 

by the antivirus scan if these files or data are found to be infected. 

10.1.9.3 If any risks are detected, cleaned or not, access will not be granted. 

10.1.10 Data ownership and waiver of privacy 

10.1.10.1 Users of the Company’s electronic communication services waive their rights 

to privacy in anything that they create, store, communicate, send, or receive in 

their use of the services.  The Company has the right to monitor, review, audit, 

intercept, access and delete all aspects, including the content of all information 

or communications created, stored, transmitted, or received on or by its 

electronic communications services and any infrastructure supporting such 

services. 

 

11. Violations 

If an employee breaches this policy the necessary disciplinary action will be taken.  

12. Amendments 

The Executive Team reserves the right in its sole discretion to amend, modify, suspend, or terminate 

the policy at any time, in any respect, retroactively or otherwise. Such amendment or termination will 

be effected by written communication. 
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Section 10 
 

Business Continuity Plan 
Introduction 

The Company is committed to maintaining an acceptable level of service to its stakeholders including 
customers, suppliers, and employees. The Business Continuity Policy requires the Company to 
develop, test and maintain a Business Continuity Plan (BCP) to ensure disaster prevention and 
business recovery following an unplanned or unforeseen event which could impact the value, 
operational effectiveness, or reputation of the Company. 
Policy 

 
It is the responsibility of all Functions and Branches to maintain an operational capability so that 
they can always deliver an acceptable level of service. Functions and Branches should assess the 
risks for their activities to identify those services which are essential or critical to survival.  
 
How to handle an incident should be written down and periodically tested in a simulated 
environment to ensure that it can be implemented in emergency situations. 
 
Staff must be made aware of the Business Continuity Plan and their own respective roles in how the 
Plan is to be executed. The Plan must be reviewed at regular intervals and updated to reflect 
changing circumstances. 
 
This Policy is supported by the Director and senior management of the Company. The Director will 
ask for evidence that the Business Continuity Policy is being followed and that the Plan is tested and 
compliant with best practice as set out in ISO 22301. 
Purpose 

The purpose of the plan is to document the roles and tasks of those responsible for managing the 
affairs of the Company in the event of a crisis. 
The plan documents: 
 

• Organisation 

• Roles and responsibilities 

• Activation of the Crisis Plan and Recovery Plan 

• Immediate actions 

• Communications 

• Support arrangements 
 
Ownership 

 
This document is owned by Chief Financial Officer. 
Review 

 
This plan should be reviewed every three months and re-issued at least annually. 
The full plan is available to approved parties on request and is housed in a secure cloud based site. 
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Section 11 

Information Breach Response and Notification Procedure  
 

 

In terms of the Protection of Personal Information Act, 4 of 2013 (POPIA), Grandmark has 

an obligation to notify any person should there be a breach of any of their personal 

information, this applies to employees, customers, or suppliers of our company. 

 

Should an employee become aware of any such breach the following procedure must be 

followed: 

 

 

 

Empolyee to notify their immediate line manager

Line Manager to notify the POPIA Compliance Committee

Comittee Manager to complete the Information Breach 
Register

Information Breach Report and Register to be submitted to 
the POPI Information Officer

Information Breach Notification Sent to the Supervisory 
Authority

Information Breach Sent to the Data Subjects

All revelant documentation saved to the Teams Folder which 
may only be accessed by the Committee



 

41 | P a g e  
 

It is imperative that the above guidelines are followed by all employees of Grandmark, for us 

to abide by the POPI act as well as the company values system. 

 

The POPI committee members can be found on G Web as well as the Chief Information 

Officer appointed by the company to ensure compliance to the act. 

 

The POPI act refers to the protection of personal information of any individual across but not 

limited to the below categories: 

• Race 
• Gender 
• Sex 
• Pregnancy 
• Marital status 
• National / ethnic / social origin 
• Colour 
• Sexual orientation 
• Age 
• Physical or mental health 
• Disability 
• Religion / beliefs / culture 
• Language 
• Educational / medical / financial / criminal or employment history 
• ID number 
• Email address 
• Physical address 
• Telephone number 
• Location 
• Biometric information 
• Personal opinions, views or preferences 
• Financial Information 
• Membership to Organisations  
• Private and Business Correspondence 

It is important to note though that this right to protection of “personal information” is not just 

applicable to a natural person (i.e. an individual) but any legal entity, including companies 

and also communities and other legally recognised organisations. All these entities 

are “data subjects” and afforded the same right to protection of their information. This 

means that while the individual, as a consumer, now have more rights and protection, 

Grandmark is considered a “responsible party” and have the same obligation to 

protect other parties' personal information. This would include protecting information about 

employees, suppliers, vendors, service providers, business partners, etc. 

 


